1. Forgot User ID and Password Function
You will be able to retrieve your forgotten user names and reset your forgotten passwords.

How will the system know it is you?

The first time you log in after the release you will be prompted to select three security questions
from the list and provide answers to each of them.

(o) Security

Please choose 3 security guestions and provide the answers

What wes your favorite sftec school activity? Y
~Select One-

What s your favorite mode of transport? 1
What is yowr oldest <ousin'y first and last nome?
What street did you live on in third grede!

In what city does your neorest sibling live?

What was your favarite after schoel activity?
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) Security

Please choose 3 security questions and provide the answers

What was your favorite efter school ectivity? v t  Chess Club

What is the mame of your first pet? v i Dinned

What was the last nase of your third grade teacher? v I Mr, Kotter
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Virtewal Front Office -
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Once this step is complete, you will be prompted to supply an email address (Email ID) or verify
the one already associated with your user profile when you log in for the first time.

3] Security

Please provide/confirm your email 1D

Enail 10 ;
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The email address format will be validated, and a verification code will be sent to the email
address provided.

Dear Valoed User,

Plemse use Venfeanon Code S0 valdate your e |D

11 you feel your accoust was accensed = oo, please call 8026281112
Thank vou for useng VFO

Swceredy
Customer Support

You will have to enter the verification code to proceed, either in the same session or in a new
one if that session times out.

=Y
() Security

Please enter the Verlfication Code

Verification Code |
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The email address can now be used to retrieve the forgotten user name. The email address and
security questions and answers can be used to authenticate your login if you forget your
password.

Can you change emails or security questions/answers at any time?

A new user profile icon = is on the home page to enable users to manage their emails and
security questions and answers. All other fields are read only.
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User Profile Details
[ save || @D Close |

Note : Fields marked with "*" are mandatory,
User Nase I »

Password § o

Confirm Password 3o
Full Nase

Designation %

Locked
Active

Force Reset

Password Never

Expires
Allow Submit with
Errors
User Type : v)e
Esp Name $ .
Managing ESP Sranding ; i M
Phone !
t=ail 14 1 Ssynchroooss . com
Select Group t Available Selected
Prizary Group*
>
-
Secondary Group
>
-
-

Security Questiond 1 What was your favorite after school activityl? L
Security Answerd e rEER
Security Questionl  : what s the nase of your fLest per? v
Security Ansvwerd SEEREE .

Security Questiond r What was the last name of your third grade teacher? T

Securlty Answerd S 3 sEEm

What happens if you forget your user name?

There is a new hyperlink “Forgot User Name?” added to the VFO Login Page. If you forget your
user name click “Forgot User Name?”.

& Login

Please Login

User Name i

farast ees S
Password H

Larvst Ladasect!
Module t ~Select- v
Change Password [}

Next it will prompt you to enter your email address.



& Security

Please enter the email 10 associated with your profile. You will
receive an esadl with your User Name(s).

tmail 10
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Upon inputting a valid email address, all usernames associated with that email address will be
listed in the email sent.

Dese Viakied User

A fequest was secemly sade 10 retneve the User Neme amocavted with your VFO sccount
User Name(s) SRl

If you feel your account was sccessed s enor, please call BEROODOREN

Thask you for weng VFO

Smcesely,
Customer Suppost

What happens if you forget your password?

Click the “Forgot Password" link on the VFO Login Page to trigger a four-step user authentication
process.

1. You will be prompted to enter your username.

() Security
Please enter your User Name
User Mame 1

e hronoss

2. You will need to answer a security question associated with your user profile.



& Security

Please answnr the seturity qeestion below

et wes  your  feverite  after
school activity?
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3. VFO will send a verfication code, which you will use to access VFO.

& Security

Please enter the Verification (ode

Verificotion Code riviel2 IS T0W
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3.  You will enter your new password twice.

& Login

Please reset your Password

New Pasvwonrd t Eazswecd Hules

Confirm New Password ¢
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Providing the correct security answer will generate an email to the associated email address
with a random security code. You will have to enter that security code to proceed, either in the
same session or in a new one if that session times out. The correct security code completes the
second step of user authentication, and you will be prompted to create a new password.



VFO administrators will no longer be able to configure email addresses when creating new
users. This field is view only.

User Profile Details
b Save || X Delete ] Sy Back to List J‘QM!MW]

bote : Fields marked with "*" are mandatory.

User Nase t 1 .

Password [ tesesssissisisasisrenisiariaias . Password Rules
Confirm Password [ terresserasserasrasesierer veren .

full Nase

Designation

Locked
Active

force Reset

Password Never
Expires

Allow Submit with
(rrors

User Type t esP v|®
Esp Nane
Managing ESP Branding ¢ None Avallsble-- ¥
Phone
Esail Id : Gsynchronoss com
Select Group t Avallable Selected
Prisary Group*
RECEIVE_GROUP
>
-

Secondary Group

AY

When an existing user logs in to VFO for the first time, after this deployment, the user will need
to provide his/her email address and verify the email address by entering the security code sent
by VFO to that email address.

When a new user is being created, the VFO administrator will not be able to configure an email

address for the new user. When the new user logs into VFO for the first time, the user will need
to provide his/her email address and verify the email address by entering the security code sent
by VFO to the provided email address.



